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a
lthough HIPAA has been around since 1996, it 
was recently supplemented by approximately 570 
pages of new rules. I assume that you would prefer 
me to give you some highlights instead of reading 

all of those pages yourself. Here are seven new rules found 
in the “modifications” to the HIPAA Privacy, Security, 
Enforcement and Breach Notification Rules posted January 
17, 2013 by the Department of Health and Human Services. 

Business AssociAtes
Business Associates are those entities to which you 

provide access to your patients’ protected health informa-
tion (PHI). Business Associates are not employees, but are 
third parties. Examples include an outside billing firm, a 
transcription firm, a collection agency, or your data backup 
firm. These business entities are now fully subjected to 
the privacy requirements that Covered Entities have been 
under for some time. They will be subjected to random 
audits by the Office of Civil Rights. They will also be sub-
jected to monetary penalties that can reach as high as $1.5 
million. They will need to have staff trained on privacy 
issues, have breach notification policies, and have security 
policies in place. This is a comprehensive new world of 

compliance for your Business Associates. 
So what do you need to do about this? You will need to 

modify your Business Associate Agreements to reflect the 
new rules. Any new Business Associate Agreement execut-
ed from now on will need to comply with these new rules. 
For those existing Business Associate Agreements that your 
practice has, they will need to be revised by the end of 
September 2013. Because the law is clear that your practice 
is liable for actions of your Business Associates, you may 
wish to add indemnity clauses into your Business Associate 
Agreements going forward. 

MArketing
The new rules substantially change the definition of mar-

keting when it comes to your practice. Marketing is now 
defined as communication issued by your practice or one 
of your Business Associates regarding a treatment or ser-
vice offered by a third party and that third party has com-
pensated your practice or Business Associate for this com-
munication. If this is the situation, your patient will need 
to authorize such communications with several notable 
exceptions. When you are marketing a third party’s service 
to your patients and you’re being compensated for that 
marketing, the patients will need to authorize that market-
ing effort before you begin. 

selling PHi
Thinking about selling PHI to a third party that might 
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Modify your Business Associate Agreements to 
reflect the new rules. Any new Business Associate 
Agreement executed from now on will need to   
comply with these new rules.
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be able to benefit your patients? Think again. Disclosing 
PHI for remuneration must be authorized by your patients 
in advance. Additionally, that authorization must dis-
close that you are being compensated for providing PHI. 
Remember, compensation does not have to be strictly 
monetary; compensation can be in the form of goods and 
services your practice receives. This is a dangerous area; if 
you want to journey down this path, consult counsel. 

PAtient PrivAcy notices
The new rules tell us it is time to update privacy notices 

provided to your patients. There are a number of modi-
fications that need to be made into privacy notices that 
have been handed out to your patients in the past. Some 
of these modifications include the listing of uses and dis-
closures of PHI. Patients need to be told that they may 

opt out of fundraising efforts 
conducted by your practice or 
a business associate on behalf 
of a non-profit entity. Patients 
now are able to receive a copy 
of their PHI in an electronic 
form within 30 days (although 
you can add another 30-day 
extension, if need be). Note the 

time for this used to be 90 days. Finally, patients must be 
informed of their rights to prohibit disclosure of certain 
PHI to their health plans/third-party payers under certain 
circumstances, which will be discussed below. 

PAtient-directed PHi restrictions
Patients may now restrict certain disclosures of their PHI 

to their health plans or insurance carrier where that patient 
has paid out of pocket in full for health care for the specific 
health care item or service. This means that if a patient 
wants to restrict his or her insurance company from learn-
ing about a type of medical service they have received, they 
may pay out of pocket and prohibit the disclosure of that 
information to their insurer. Note the problem this pres-
ents for your electronic health record system. While much 
information will be accessible to third-party payers, it is 
conceivable that some information will not be available to 

them. This shadow charting will obviously cause difficulties 
for all involved in the future.

MonetAry PenAlties
Monetary penalties for violations of HIPAA were sub-

stantially increased under the new rules. The Office of Civil 
Rights will now use a scaled approach. This approach will 
use four categories at varying levels of culpability for the 
HIPAA violation. A single violation can range anywhere 
from a penalty of $100 to a penalty of $50,000 depending 
upon the perceived level of culpability. But the penalties 
don’t end there. Violations can be added together and 
grow until they reach a cap of $1.5 million per calendar 
year. The Office of Civil Rights is deadly serious about these 
penalties. You are far better off to comply than to test your 
luck. 

definition of BreAcH
The definition of a breach of PHI was substantially 

changed by the new rules. Previously, a breach has been 
defined as the inappropriate use or disclosure of PHI 
involving a “significant risk” of harm. The new rules define 
a breach as an impermis-
sible use or disclosure of 
PHI unless it can be dem-
onstrated that there is low 
probability that PHI has 
been compromised. The 
new rules go on to give a 
four-part risk assessment 
test to get at the term of 
“low probability.” All this 
means is that the presumption has totally shifted. Before, 
the presumption was no breach unless significant risk of 
harm. Now, the presumption is a breach unless you can 
show a low probability of PHI being compromised. 

This means that your practice will need to modify its 
Breach Notification Policy to comply with these new 
rules. It also may mean that more incidents will need to 
be reported to the Office of Civil Rights based on what 
appears to be an expanded definition of the word “breach.”

conclusion
The above seven points are some of the most signifi-

cant highlights of the rules released earlier this year by the 
Department of Health and Human Services. Your practice 
will need to revise its Business Associate Agreement and its 
Breach Notification Policy. New patient privacy disclosures 
should replace the current ones you use. Unfortunately, 
given the significant penalties associated with non-compli-
ance, your practice will have no option but to fully comply 
with these new rules. n

Bottom line
Your practice will need to revise its Business Associate 

Agreement and its Breach Notification Policy. New 
patient privacy disclosures should replace the current 
ones you use. 

TIME CHECK

Patients now are able to receive 
PHI in electronic form within 30 
days (possibly 60), rather than 90. 

LEGALLY SPEAKING

A breach is now defined as an 
impermissible use or disclosure 
of PHI unless there is low 
probability that PHI has been 
compromised.


